@ongress of the United Dtates
Washington, B 20515

November 22, 2024

The Honorable Jerome Powell The Honorable Martin J. Gruenberg
Chairman Chairman

Board of Governors of the Federal Reserve System  Federal Deposit Insurance Corporation
20" Street and Constitution Ave NW 550 17" Street, NW

Washington, DC 20551 Washington, DC 20429

Mr. Michael J. Hsu The Honorable Todd M. Harper
Acting Comptroller of the Currency Chairman

Office of the Comptroller of the Currency National Credit Union Administration
400 7" Street, SW 1775 Duke Street

Washington, DC 20219 Arlington, VA 22314

Ms. Andrea Gacki

Director

Financial Crimes Enforcement Network
2070 Chain Bridge Road

Vienna, VA 22182

Dear Chairman Powell, Chairman Gruenberg, Acting Comptroller Hsu, Chairman Harper, and
Director Gacki:

We are writing to express significant concern over the alarming rise in physical mail theft-related
check fraud across the United States. These scams often target America’s elderly and most
vulnerable citizens, costing everyday Americans and small businesses tens of billions of dollars
every year. We urge your agencies to work together to address this pressing issue and better
allow financial institutions to protect American consumers and businesses.

According to the Treasury Department, check fraud surged by 385 percent since the pandemic.'
The Financial Crimes Enforcement Network (FinCEN) also issued an alert last February about
the nationwide surge in mail theft-related check fraud and the surge in check-fraud related
Suspicious Activity Reports filed by financial institutions in the last three years.” More than a

! Treasury Announces Enhanced Fraud Detection Process Using Al Recovers $375M in FY2023. Department of the
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quarter of all bank executives surveyed by IntraFi said the level of fraud has risen over 50
percent over the last three years. * This unprecedented increase not only puts a financial burden
on Americans, but also undermines their trust in our payments 1nfrastructure and poses a serious
threat to public safety

Despite the apparent decline in the use of checks in the U.S., criminals continue to target
physical mail to steal personal checks, business checks, tax refund checks, and those related to
Social Security payments, * Fraudsters and organized criminal groups often break into post office
collection boxes and use stolen documents to perpetuate different types of fraud, such as check
washing and check alteration and forgery. Organized criminal networks have exacerbated the
problem by selling and sharing stolen check images, with over one million stolen check images

posted online in 2024 alone. * Criminal organizations use the proceeds to finance violent crimes,
robberies, and fircarm purchases. ©

These sophisticated attacks underscore the need for a coordinated, cross-agency response. While
some isolated efforts have been made, individual actions taken by departments are insufficient to
combat the growing problem of mail theft-related check fraud. Millions of Americans’ financial
security is at risk, and your leadership is crucial in addressing this serious and growing threat,
We urge your agencies to jointly take the following steps to provide clear directives for financial
institutions and protect our constituents:

1. Update information and typologies to help financial institutions voluntarily detect,
prevent, and report suspicious activity connected to mail theft-related check fraud.
2. Improve the process to allow law enforcement and customers of financial institutiohs to
* react more quickly to fraudulent activity, in order to increase the likelihood of successful
funds recovery efforts.
3. . Collaborate resources that facilitate more information-sharing between financial
institutions, regulators, and law enforcement agencies.

In addition, we formally request a bipartisan briefing organized by the offices of Rep. French
Hill and Rep. Bill Foster and your departments and agencies to further understand the scope of
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check fraud in the United States and the specific steps you are considering or plan to take to

protect Americans.
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French Hill
Member of Congress

%Z/éj’

Mike Bost
Member of Congress
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Byron Donalds
Member of Congress

Brad Finstad
Member of Congress
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Mafia Elvird Salazar
Member of Congress

Bill Foster
Member of Congress
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John Rose
Member of Congress

Member of Congress

MichadtV. M ler

Member of Congress

Mariannette Mi]ler—Meeks,
M.D.
Member of Congress
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Christopher H. Smith
Member of Congress
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Scott Fitzgerald
Member of Congress
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Rich McCormick, MD, MBA
Member of Congress

Andrew R. Garbarino
Member of Congress
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Ratl M. Grijalva
Member of Congress
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Sean Casten
Member of Congress
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Steve Womack
Member of Congress
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Darin LaHood
Member of Congress
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Brad Sherman
Member of Congress

Dan Goldman
Member of Congress
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Josh Gottheimer
Member of Congress



Rick Larsen
Member of Congress
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Dan Meuser
Member of Congress
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Bradley Scott Schneider
Member of Congress
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~ Mike Quigley &/
Member of Congress
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Sy‘wa R. Garcxa
Member of Congless
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Seth Moulton
Member of Congress

e

Sfephen F. Lynch
Member of Congress
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Andrew Ogles
Member of Congress

N A

Roger Williams
Member of Congress

(5 Tpeds

Naja? Krishn#umoorthi
Member of Congress

U.S. Treasury Secretary Janet Yellen

Attorney General Merrick Garland

U.S. Postmaster General Louis Deloy

Chief Postal Inspector Gary Barksdale

Director of the Federal Bureau of Investigation Christopher Wray



